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The CM109-M is a programmable high-grade encryptor
belonging to the family of Telegraph Link Encryptor
for protecting data communications according to the
operational and technical requirements of the NATO
Crypto Modernization and Transformation Program.

The CM109-M is designed to be the modernized version of
the legacy CM109 telegraphic equipment by adopting the
same form factor designed for CM107E-M Voice & Data
encryptor but retaining the same connectors and pin out
of the CM109 Dati product, thus smoothly replacing the
previous generation of the telegraphic crypto devices.

It extends the CM109 family by addressing the same
target market for land and naval applications.

The CM109-M unit is compliant with the Link Encryptor
Family Cryptographic Interoperability Specification (LEFCIS)
interoperability standard, released by UK to NATO Allies.
The adoption of the new interoperability protocol along

with new generation cryptographic algorithms provides

the adequate level of confidentiality for the classified
information at SEGRETO Nazionale and NATO SECRET level.

The unit is suitable for use in stationary and mobile
communications systems as well as on board ships,
wherein it holds potential to represent a leap forward
to the modernization of the crypto modes.
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CM109 family is also firmly market-acknowledged for land
and naval Domestic and NATO applications.

The unit relies on a powerful computing architecture
enabling an easy incremental update for preserving
Customers’ investments.

KEY FEATURES

- Compliant with NATO Crypto Modernization Program

- Ruggedized for land and naval-specific applications

- Interoperable via LEFCIS Standard Communications
Mode (Full Duplex, Full Duplex Independent, Simplex
and Broadcast)

- EKMS 308F Data Transfer Device Keyfill compliant

- DTE/DCE synchronous/asynchronous mode (red side)
and synchronous mode (black side)

- National and NATO approved algorithms up to SECRET

- Equipped with CIK device to quickly declassify the
equipment to CCl

- Emergency keys erasing switch

- Local control interface via keypad and display

- OTAR (Over The Air Rekey) and OTAT (Over The Air Transfer)

- Internal diagnostics/self-testing

+ Environmental/EMC/TEMPEST in compliance with
military standards
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For more information:
infomarketing@leonardo.com
Leonardo Electronics

Via Tiburtina, Km 12.400
00131 Rome-Italy

T +39 06 41501

F +39 06 4131133
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This publication is issued to provide outline information only and is supplied without
liability for errors or omissions.

No part of it may be reproduced or used unless authorised in writing.

We reserve the right to modify or revise all or part of this document without notice.
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